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Abstract—Neural networks are being applied to a growing
variety of applications, including safety-critical domains like
autonomous vehicles and aircraft, due to their ability to ap-
proximate complex functions from limited datasets and adapt by
continuing to learn from real-world data after deployment.

Ensuring dependability in cyber-physical systems with neural
network controllers requires verification beyond linear input-
output constraints and local robustness of the network in isolation
and must address uncertainties introduced by learning and
network behaviour on unseen data, especially when continu-
ous learning after deployment is allowed. Verification of these
continuous-learning cyber-physical systems requires assessing
probabilistic, temporal, and behavioural specifications that ex-
press concepts like resilience and other key properties.

Our research seeks to develop strategies and associated tool-
ing for rigorously specifying continuous-learning cyber-physical
systems and verifying them against rich and expressive specifi-
cations.

Index Terms—Machine learning, neural networks, cyber-
physical systems, formal specifications, formal verification

I. INTRODUCTION

Recent advances in machine learning (ML) performance and

capabilities have brought machine-learnt models to a level

that is comparable to or better than humans at tasks such

as pattern recognition and image classification [1], indicating

great potential for incorporating machine-learnt models into

cyber-physical systems (CPSs) [2]. CPSs combine continu-

ous and discrete dynamics and usually consist of multiple

modules, each exhibiting complex functionality. Integrating

ML components into CPSs can lead to improved performance

and adaptability, especially if the learning components are

allowed to continue learning after deployment (which we will

refer to as “continuous-learning” in the following). However,

this learning process introduces uncertainties that must be

addressed during verification.

As opposed to traditional software development, which

often begins with formal requirements expressed in logic, ML

is frequently used precisely when defining correct behaviour is

infeasible, such as in object detection and classification tasks.

In these situations, the only specification of correct behaviour

is a finite ground-truth dataset, expecting the ML component

to approximate the desired function and correctly generalise

from that data to previously unseen data.

This publication has emanated from research conducted with the financial
support of Science Foundation Ireland under Grant number 20/FFP-P/8853.

In order to ensure the dependability of continuous-learning

CPSs and to guarantee that they are operating as intended, we

first need to capture the complex behaviour of these systems

through rigorous formal specification. Subsequently, we must

establish techniques and associated tooling to verify these

systems against specifications that go beyond simple input-

output constraints and may include probabilistic, temporal, and

behavioural specifications. In the following, we will refer to

these specifications as “rich and expressive” to indicate their

complex nature.

Our proposed research will focus on the following research

questions:

RQ1: What properties of continuous-learning CPSs need

to be specified and verified, and how can they be

categorised?

RQ2: What is the best way to express and formalise rich

and expressive properties?

RQ3: What tooling can be provided to verify continuous-

learning CPSs against these specifications?

II. BACKGROUND

Significant research has in the past few years focused on

verifying neural networks in isolation [2]. Given a neural

network N : X → Y , arguing about correct behaviour often

means reasoning about linear input-output constraints, that is,

checking whether

∀x ∈ X . x � ϕ → N (x) � ψ, (1)

given input and output specifications ϕ ⊆ X and ψ ⊆ Y .

Often, one is also interested in assessing the robustness of

the neural network to ensure that it generalises correctly. Local

robustness requires the classification of a particular input x0
to be stable to slight perturbations:

∀x ∈ X . ‖x0 − x‖∞ ≤ ε → N (x0) = N (x) (2)

In recent years, an extensive ecosystem of tools for veri-

fying neural networks against these properties has emerged,

employing a wide variety of techniques such as constraint

satisfiability solving through specialised SAT/SMT solvers.

Prominent examples include Planet [3], Reluplex [4], and its

successor Marabou [5], [6], which are sound and complete

verifiers for verifying neural networks against linear input-

output constraints and local robustness queries.
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Other tools, such as Fast-Lin and Fast-Lip [7], and

α, β-CROWN (based on CROWN [8], α-CROWN [9], β-

CROWN [10], and GCP-CROWN [11]) focus on exploiting

the network’s internal structure to estimate robustness bounds

and to efficiently compute tight output bounds. α, β-CROWN

combines bounds propagation with efficiency optimisation

techniques such as branch-and-bound and won the last two

iterations of the International Neural Network Verification

Competition (VNN-COMP) [12].

Another strand of tools focuses on output reachability

analysis: ReachNN [13] computes the output reachable set of

a neural network based control system using a sequence of

transformations and overapproximations, and the NNV [14]

tool propagates intervals of values through the neural network

layers using a variety of abstract domains and set representa-

tions such as polyhedra, star sets, and image stars to obtain the

exact output reachable set or an overapproximation thereof.

III. PRELIMINARY FINDINGS

Specifying and verifying only the previously mentioned

input-output constraints and local robustness queries of the

neural network component in isolation (“open-loop verifica-

tion”) fails to sufficiently capture the behaviour and safety

properties of a continuous-learning CPS as a whole [15], [16].

Although some verification tools such as NNV, ReachNN,

and Verisig [17] are able to perform closed-loop verification of

neural networks controllers as part of learning-enabled CPSs,

all verification tools we investigated appear to assume trained

neural networks and do not target systems that continue to

learn after deployment [18].

A promising approach for verifying learning itself are so-

called differentiable logics such as DL2 [19] or those based

on fuzzy logic [20], which can be used to impose constraints

on the learning process by translating desired properties into

additional loss terms. While originally proposed for improving

accuracy in unsupervised or semi-supervised learning sce-

narios, their suitability to obtaining correct-by-construction

machine-learnt models is an exciting direction that we will

investigate.

Specifying and verifying continuous-learning CPSs should

also include probabilistic reasoning (in the form of explicit

probabilities or confidence levels [21]), and must assess more

sophisticated temporal and behavioural properties such as

resilience to stressors [22].

Hyperproperties are one type of more expressive safety and

liveness properties as they relate multiple system executions

to one another [23]. Logics for hyperproperties, such as Hy-

perLTL [23] and HyperPCTL [24], have been developed along

with decidability, equivalence and checking algorithms [25],

[26] and [24] for fragments of these.

Hyperproperties have been shown to be useful for verifica-

tion of CPSs [27], [28], and we would like to investigate their

usefulness for specifying and verifying continuous-learning

CPSs, as hyperproperties allow the specification of complex

properties relevant in ML contexts, such as robustness for all

inputs [29] or ε-differential privacy.

The concept of ε-differential privacy requires that the

outcome S of a randomised algorithm A has a bounded

probability of revealing which of two similar datasets D1 and

D2 an input belongs to, formally expressed in (3).

Pr[A(D1) ∈ S] ≤ eε Pr[A(D2) ∈ S] (3)

Equation (4) shows HyperPCTL’s natural and intuitive means

to specify ε-differential privacy [24], closely aligning with

the definition (3), where adj(σ, σ′) describes two datasets that

differ by one input, out represents the algorithm’s outcome,

and P(ϕσ) is the HyperPCTL operator denoting the probability

of property ϕ being satisfied from state σ.

∀σ. ∀σ′. adj(σ, σ′)→
[
P( �(out ∈ S)σ) ≤ eε P( �(out ∈ S)σ′)

] (4)

IV. FUTURE WORK

We plan to investigate how to express rich and expressive

specifications for continuous-learning CPSs in a rigorous man-

ner to sufficiently capture their safety behaviour. These rich

and expressive specifications will include probabilistic, tem-

poral and behavioural properties, or hyperproperties. Building

on this foundation, we will explore techniques and associated

tooling for verifying continuous-learning CPSs against these

specifications in a next step.
Our research methodology continues with an extensive

literature review to gather information on related work and

existing approaches for verifying neural networks, both in

isolation and as components of CPSs. We also survey the

literature to evaluate and compare techniques for verifying

systems that continue to learn after deployment.
Since the properties currently verifiable using popular neural

network verification tools do not target the complex behaviour

of continuous-learning CPSs, we plan to explore case studies

and construct examples to compile a set of properties and spec-

ifications necessary for ensuring the safety of these systems.
We ultimately aim to develop a framework for specifying

and verifying properties of continuous-learning CPSs to es-

tablish the foundation for their application in safety-critical

domains.
The major contribution of our framework is the provision of

support for both specification and verification of continuous-

learning CPSs. To evaluate the effectiveness of our approach,

we will apply our framework to case studies that require the

expressive specification and verification of a CPS that contin-

ues to learn after deployment. An example is an autonomous

robot that learns how to adapt to its environment.
Our evaluation will focus on quantifying improvements in

the expressiveness of our specifications, the percentage of

property violations that we detect through verification, the

impact of the learning process on these verification metrics,

as well as identifying limitations of our framework. The

generalisation of our work to different categories of neural

networks, different input modalities, and the regulations that

govern these will be driven by use cases which we will

explore with industrial collaborators and through integration

with existing state-of-the-art tools.
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